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PHONE 
CALLS



- https://www.irs.gov/newsroom/tax-scams-consumer-alerts

- https://www.aarp.org/money/scams-fraud/info-2022/phone-scams-reported.html?intcmp=AE-FRDSC-
MOR-R2-POS3

The IRS doesn't initiate contact with taxpayers by email, text messages or social media channels to 
request personal or financial information. This includes requests for PIN numbers, passwords or 
similar access information for credit cards, banks or other financial accounts.

The IRS also doesn't call to demand immediate payment using a specific payment method such as a 
prepaid debit card, gift card or wire transfer. Generally, the IRS will first mail a bill to any taxpayer who 
owes taxes.

Hang up.

- Utilities, medicare, irs, social security, grandkids

_____________________________________________________________________________

- Be careful with your phone.  If you suspect a spam call, don’t respond or press a button.  The safest 
option is to ignore the call entirely or to hang up.  You can always look up the organization and initiate 
a call yourself if you think there may actually be an issue.

_____________________________________________________________________________

https://www.irs.gov/newsroom/tax-scams-consumer-alerts
https://www.aarp.org/money/scams-fraud/info-2022/phone-scams-reported.html?intcmp=AE-FRDSC-MOR-R2-POS3


TEXTS



- https://www.aarp.org/money/scams-fraud/info-2021/texts-smartphone.html

1. Do not respond to suspicious text messages. Don’t even reply by messaging “STOP” or “NO.” Doing so 
signals that your phone number is active, and your number could be sold to other criminals.
If you think a text might be legit, contact the purported sender using a phone number you know to be 
legitimate. Keep in mind that scammers often spoof phone numbers — including in texts — by making it 
appear that the texter is local or from a legitimate entity so you might be more likely to respond.

2. Do not click on hyperlinks or attachments in suspect messages. If a friend sends you a text with a 
suspicious link, check with the acquaintance to determine if he or she has been hacked.

- https://consumer.ftc.gov/consumer-alerts/2022/08/dont-click-random-text-its-scam

- You may get a text from scammers pretending to be USPS and asking you to confirm your debit card 
details so you can get an undelivered package. Or you might get texts about a chance to win a free gift 
card or a power tool. To claim your “reward,” you’re told to click on the link, answer some questions, 
and pay for shipping. Don’t do it.

- https://www.rd.com/list/texts-delete-immediately/

Don’t share 2fa confirmation codes

_____________________________________________________________________________

https://www.aarp.org/money/scams-fraud/info-2021/texts-smartphone.html
https://consumer.ftc.gov/consumer-alerts/2022/08/dont-click-random-text-its-scam
https://www.rd.com/list/texts-delete-immediately/


EMAIL





https://consumer.ftc.gov/consumer-
alerts/2022/10/how-recognize-fake-geek-squad-
renewal-scam

If you think the message is legitimate, contact the 
company in question using a phone number you know 
is real. Do not use the number included in the 
message.

https://consumer.ftc.gov/consumer-alerts/2022/10/how-recognize-fake-geek-squad-renewal-scam


M A LWA R E  
E X T E N S I O N S



- https://support.google.com/chrome/answer/2765944?hl=en&co=GENIE.Platform%3Android

- https://www.mcafee.com/blogs/other-blogs/mcafee-labs/imposter-netflix-chrome-extension-dupes-
100k-users/

McAfee advises its customers to be cautious when installing Chrome Extensions and 
pay attention to the permissions that they are requesting.

The permissions will be shown by Chrome before the installation of the Extension. 
Customers should take extra steps to verify the authenticity if the extension is 
requesting permissions that enable it to run on every website you visit such as the 
one detailed in this blog

_____________________________________________________________________________

More More Tools Extensions

https://support.google.com/chrome/answer/2765944?hl=en&co=GENIE.Platform%3Android
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/imposter-netflix-chrome-extension-dupes-100k-users/


POP UPS
AD BLOCKERS



- https://consumer.ftc.gov/articles/how-spot-avoid-and-report-tech-support-scams

- https://us.norton.com/blog/online-scams/how-to-spot-online-scareware-scams#
_____________________________________________________________________________

Turn pop-ups on or off
1.On your iPhone or iPad, open the Chrome app .
2.Tap More Settings .
3.Tap Content Settings Block Pop-ups.
4.Turn Block Pop-ups on or off.

Allow pop-ups for a specific site
Not all pop-ups are ads or spam. Some legitimate websites display web content in pop-up windows.
1.On your iPhone or iPad, open the Chrome app .
2.Go to a page where pop-ups are blocked.
3.At the bottom, under "Pop-ups blocked," tap Always show.

Suspicious you’re a victim of scareware? Here are a few common signs scareware is downloaded 
on your devices:
•Your device is running slower than usual.
•You’re unable to install or use legitimate cybersecurity software.
•Your screen is teeming with annoying pop-up ads.

•https://www.malwarebytes.com/solutions/free-ad-blocker

https://consumer.ftc.gov/articles/how-spot-avoid-and-report-tech-support-scams
https://us.norton.com/blog/online-scams/how-to-spot-online-scareware-scams
https://www.malwarebytes.com/solutions/free-ad-blocker
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